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System Test Cases

1.1 General

	Test Case #:
	001 Application will Work in Several Browsers

	Created By:
	Elaine Simone

	Test Data or Preparation Needed:
	Test cases

	Test Condition:
	The purpose of this test is to ensure that the application will work in a variety of popular web browsers

	Procedures to Perform Test:
	Perform all test cases in each of the targeted web browsers here: Internet Explorer 4.x, Mozilla 1.7, and Firefox 1.5.

	Expected Results:
	Results should be consistent across browsers

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	002 Explore the Homepage

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	Homepage address http://www.faresearchalliance.net/registry 

	Test Condition:
	User is at the FARA patient registry site and is interested in learning more about clinical trials and other patient registries and FARA.  This test case is also to ensure that the reminders appear in the proper place on the home page: just under the header and before the site description.

	Procedures to Perform Test:
	1. Access the home page of the FARA Patient Registry site.

2. Verify by inspection that the reminders to the patient are present on the home page of the site underneath the header and before the site description:

3. ‘Have you moved recently? Had a recent checkup?  Changed your email address?  

4. Don’t forget to update your registry information.’

5. Navigate through the page and identify a link to the FARA homepage
6. Click on that link
7. Identify information about clinical trials and patient registries.

8. Click on links provided.

9. www.clinicaltrials.gov
10. www.centerwatch.com
11. www.clinicaltrials.com
12. www.fda.gov/oashi/clinicaltrials/default.htm
13. www.clinicalstudyresults.org
14. www.cooperative-ataxia-group.org/participate.htm

	Expected Results:
	1. The correct wording for the reminders will be present only on the home page of the site in the correct place

2. FARA patient registry homepage should provide information about clinical trials and patient registries.

3. The FARA patient registry should contain information and a link to the main FARA website. This information can be found by selecting the contact us button at the bottom of the screen. The FARA patient registry site should have a similar identity to the FARA website so that the user knows they are still viewing information and services from the FARA organization.

4. Clinical trials and patient registry information should be on the main page as well as in “links” at the bottom of the page.

5. All links should take user to the desired website

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	003 All Patient Pages Should Contain Help Text and Tool Tips

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	Patient is <18yrs of age

	Test Condition:
	A new user should be able to identify instructions as they navigate through the registry. 



	Procedures to Perform Test:
	1. From the homepage, click “Help” verify that instructions are provided, then click “New User Register”

2. Initial information screen appears, brief instruction should appear at the top of the page

3. Using your mouse navigate the cursor over the first field name to view a tool tip.

4. Read tool tip and then enter specified data into the field.

5. All fields contain a tool tip.

6. Repeat for every field on the screen

7. Then click Help at the bottom of the screen and instructions for entering data should also appear

8. When screen complete click next. 

9. Next screen is the guardian screen, brief instruction should appear at the top of the page, repeat steps 3-8.

10. Next screen is informed consent page – no tool tip but can click help at the bottom of screen and text box should appear with brief description of purpose of informed consent and need to choose accept or decline, choose “accept”

11. Next screen is demographics, brief instruction should appear at the top of the page, repeat steps 3-8

12. Next screen is clinical information, brief instruction should appear at the top of the page, repeat steps 3-8

13. Next screen is genetic information, brief instruction should appear at the top of the page, repeat steps 3-8

14. Next screen is account information, brief instruction should appear at the top of the page, repeat steps 3-8

15. Next screen is a summary of all information entered, brief instruction should appear at the top of the page, click on “help” verify that instructions are provided.

	Expected Results:
	1. All screens contain brief instruction at the top that orient the user to the specific page.

2. All fields contain a tool tip.

3. The tool tips are instructions for all fields that are concise and informative. Access to instruction for each field is consistent.

4. The Help button appears at the bottom of every screen.

5. The Help text is concise, informative and contains instruction for the specific page being viewed.

6. Help email links are displayed prominently. Email address is dynamic with mouse click to an Outlook (or other) email window. Email will be received into the FARA inbox with appropriate subject heading.

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	004 All Pages Should Contain Help Text 

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	Registry Coordinator and Administrator accounts

	Test Condition:
	A new user should be able to identify instructions as they navigate through the registry. 



	Procedures to Perform Test:
	1. Login as Registry Coordinator

2. Click Help at the bottom of the screen and instructions should also appear

3. Repeat for each screen

4. Login as Administrator 

5. Repeat steps 2 and 3

	Expected Results:
	1. All screens contain brief instruction at the top that orient the user to the specific page.

2. The Help button appears at the bottom of every screen.

3. The Help text is concise, informative and contains instruction for the specific page being viewed.

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


1.2 New Patient

	Test Case #:
	005 New Patient declines Informed Consent

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	User is >18yrs of age, All other information is at the discretion of the tester.

	Test Condition:
	New user navigates from the homepage to the patient registry, declines informed consent.



	Procedures to Perform Test:
	1. Identify and select the “New User Register” button

2. Enter initial information, select next

3. Read and inspect informed consent page

4. Choose “decline” at the bottom of informed consent



	Expected Results:
	When “decline” is selected the user is presented with information that he/she has selected to decline informed consent and acceptance of informed consent is required for participation in the registry. User will also be given an email link to submit questions or concerns. User will ultimately be returned to the FARA patient registry homepage and not permitted to continue with the registry.

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	006 New Minor Patient declines Informed Consent

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	User is <18yrs of age, All other information is at the discretion of the tester.

	Test Condition:
	New user navigates from the homepage to the patient registry, declines informed consent.



	Procedures to Perform Test:
	1. Identify and select the “New User Register” button

2. Enter initial information, select next

3. Enter guardian information, select next

4. Read and inspect informed consent page

5. Click on the email link located at the top of the ‘Informed Consent’ screen directly below the header.

6. Verify by inspection that an email window pops up with a subject line of ‘Informed Consent Inquiry’.

7. Change the email address to faraCoordinator@gmail.com for testing purposes.

8.  In the body of the email window enter the email text:  

a. ‘This is an email test from the email link on the ‘Informed Consent’ screen’

9.  Click ‘Send’.

10. Choose “decline” at the bottom of informed consent

11. Verify by inspection that there is an alert notifying you:

a. “ You have entered selected to decline the informed consent agreement.  It is required that all individuals entering the registry be grant their consent that their information may be shared under the terms of the Informed Consent Agreement.  We cannot allow you to registry with us unless you do so.”
12. Verify by inspection that you are taken to the ‘Explanation Page’

13. Click the ‘Return to Home Page’ button.

14. Verify that you are taken back to the home page of the registry.

15. Click on the ‘Returning Users Log In’ button to verify that you must log in again (meaning your account was not created and you cannot log in).

16. Go to www.gmail.com and access the email log in screen by clicking the mail icon next to the header on the home page.  

17.  Enter the username in the username field: ‘faraCoordinator’.

18.  Enter the password in the password field: ‘registry’.

19.  Select the inbox and verify by inspection that the email that was sent is present.



	Expected Results:
	2. The email link will be present on the ‘Informed Consent’ page and will link to an email window with an appropriate preset email subject line.  Then the email will be sent to the correct email address.

3. When “decline” is selected the user is presented with information that he/she has selected to decline informed consent and acceptance of informed consent is required for participation in the registry. 

a. “ You have entered selected to decline the informed consent agreement.  It is required that all individuals entering the registry be grant their consent that their information may be shared under the terms of the Informed Consent Agreement.  We cannot allow you to registry with us unless you do so.”

4. User will also be given an email link to submit questions or concerns. User will ultimately be returned to the FARA patient registry homepage and not permitted to continue with the registry.

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	007 New Patient Aborts Process

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	

	Test Condition:
	New user navigates from the homepage to the patient registry, accepts informed consent, then aborts registry.

	Procedures to Perform Test:
	1. Identify and select the “New User Register” button from the homepage

2. Enter initial information

3. Choose cancel at the bottom of screen.

4. repeat steps 1-3 except go a page further each time before step 3

a. Initial Information

b. Guardian demographics (if age < 18)

c. Informed Consent

d. Demographics

e. Clinical

f. Genetic Information

g. Account Info

	Expected Results:
	When cancel is selected at the bottom of the screen the user is told that none of the information entered will be saved.



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	008 New Patient Clicks Email Link

	Created By:
	Sandy Morris

	Test Data or Preparation Needed:
	jen.farmer@faresearchalliance.org is a valid registry coordinator username and ‘changeme’ is a valid password for that account.  

	Test Condition:
	The purpose of this test case is to ensure that the appropriate email link is present on the data entry screens just beneath the header, that it opens an email window with an appropriate preset subject line, and that the email is sent and received with the correct subject line.



	Procedures to Perform Test:
	1.) Click on the ‘New Users Register’ button.

2.) Click on the email link (‘here’ in the sentence Click here to contact the registry coordinator if you need any help…)on the ‘Initial Information Screen’ is located just beneath the header.

3.) Verify by inspection that it opens an email window with a preset subject line of ‘<screen title> Inquiry’ 

4.) For Testing purposes only! Change the to address to faraCoordinator@gmail.com instead of jen.farmer@faresearchalliance.org

5.) In the body of the email window enter the email text: 

‘This is an email test from the email link on the ‘Initial Information’ screen’

6.) Click ‘Send’.

7.)  Go to www.gmail.com and access the email log in screen by clicking the mail icon next to the header on the home page.  

8.)  Enter the username in the username field: ‘faraCoordinator’.

9.)  Enter the password in the password field: ‘registry’.

10.)  Select the inbox and verify by inspection that the email that was sent is present with the correct subject line.

11.)  Click on the link to  ‘Log Out’.

12.)  Close the window.

13.)  Back on the ‘Initial Information Screen’ click ‘Next’.

14.) Repeat steps 2 & 3 for the remaining date entry screens:

a. ‘Guardian Information’ Screen Inquiry

b. ‘Demographics Information’ Screen Inquiry

c. ‘Clinical Information Part 1’ Screen Inquiry

d. ‘Clinical Information Part 2’ Screen Inquiry

e. ‘Account Information’ Screen Inquiry

1.) Click ‘Next’.

2.) Click on the email link on the ‘Confirmation Screen’ located beneath the header.

3.) Verify by inspection that the link opens an email window with a preset subject line of ‘General Registration Inquiry’.

4.) In the body of the email window enter the email text: 

‘This is an email test from the email link on the ‘Confirmation screen’

5.) Click ‘Send’.

6.) Go to www.gmail.com and access the email log in screen by clicking the mail icon next to the header on the home page.

7.) Enter the username in the username field: ‘faraCoordinator’.

8.) Enter the password in the password field: ‘registry’.

9.) Select the inbox and verify by inspection that the email that was sent is present with the correct subject line of ‘General Registration Inquiry’.

10.) Click on the link to  ‘Log Out’.

11.) Close the window.

12.)  Back on the ‘Confirmation’ screen click ‘Confirm’.

13.)  Verify by inspection that you are taken back to the home page of the registry.



	Expected Results:
	The email link will be present on all of the data entry pages just beneath the header and will link to an email window with an appropriate preset subject line of <screen title> Inquiry’.  Also that the appropriate email with that same subject header is sent to and received by the registry coordinator.

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	009 Patient Enters invalid input into data entry fields

	Created By:
	Elaine Simone

	Test Data or Preparation Needed:
	FieldAttributes.xls

SQL Statement

	Test Condition:
	To ensure that validation is done on a page by page basis

	Procedures to Perform Test:
	1) Create a new patient

2) On the Initial screen, enter invalid data

3) Select to continue

4) Repeat steps 2 and 3 for each screen

5) Try pasting SQL statements as invalid data into fields

	Expected Results:
	The appropriate error message will be displayed when the user chooses to continue.  The user will have to fix any errors before continuing onto the next page.  

System will protect against SQL Injection because of stringent field validation

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	010 New US Patient Registers

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	User is >18yrs of age, country = US, 

no genetic test results and no other family member tested
All other information is at the discretion of the tester.

	Test Condition:
	Register a new patient who is >18 yrs of age and lives in United States and with no genetic test results and no other family member tested.


	Procedures to Perform Test:
	1. Identify and select the “New User Register” button from the homepage

2. Enter initial information, specifically - country = United States, date of birth >18yrs,  select next

3. Read and inspect informed consent page

4. Choose “accept” at the bottom of informed consent

5. Next screen is demographics, enter information, click next

6. Next screen is clinical information, enter information, for genetic test result choose “no” click next
7. Next screen is genetic information, select no family member tested, click next

8. Next screen is account information, enter information, click next

9. Next screen is a summary of all information entered, click Clinical to edit Clinical information

10. On the Clinical Screen select No for Genetic Confirmation

11. On the Clinical Screen select Yes for Family Member

12. Select a Family Member, click next

13. Next screen is account information, click next

14. Next screen is a summary of all information entered, click submit information

15. User is told that registration has been submitted and will be reviewed.



	Expected Results:
	1. User should be able to identify mechanism for entering a new patient from the homepage. 

2. User should be able to navigate through all the screens entering data. 

3. Each screen should have validation, meaning that if a required field is left blank or contains an invalid response the user is prompted to complete the field entry appropriately before moving forward to the next screen. 

4. If invalid entries are presented or required fields are blank an error message will appear before allowing the user to continue forward. The error message will communicate to the user which field(s) contains an error, error type, and will instruct the user to fix it.

5. Screens should be easy to navigate, instructions should assist user in moving through screens. 

6. Users without genetic test results should be able to complete the registry process. 

7. On the clinical information screen the user should be able to select “no”  indicating that he/she does not know their genetic test results. 
8. Then the genetic information screen should ask if other family members have been tested. User should not be prompted for genetic test result fields (triplet repeat, allele size).
9. At the end of the registration process once selecting submit the user should receive a message that registration has been submitted and will be reviewed by a registry coordinator.

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	011 New Minor US Patient Registers

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	User is <18yrs of age, guardian is >18 yrs of age, country = US, 

Triplet repeats are 640, 1020

All other information is at the discretion of the tester.

	Test Condition:
	Register a new patient who is less than 18 years old and who lives in the United States, and has same demographic data as guardian and with genetic test results known and triplet repeat data available.



	Procedures to Perform Test:
	1. Identify and select the “New User Register” button from the homepage

2. Enter initial information, specifically - country = United States, date of birth <18yrs,  select next

3. Next screen is the guardian screen, enter information, click next

4. Read and inspect informed consent page

5. Choose “accept” at the bottom of informed consent

6. Next screen is demographics, select box at the top “same as guardian”

7. Next screen is clinical information, enter information, for genetic test result choose “yes” click next

8. Next screen is genetic information, enter triplet repeat 1 and triplet repeat 2 information, click next
9. Next screen is account information, enter information, click next

10. Next screen is a summary of all information entered, click submit information

11. User is told that registration has been submitted and will be reviewed.



	Expected Results:
	1. User should be able to identify mechanism for entering a new patient from the homepage. 

2. Once initial information screen is completed then next screen should be guardian. 

3. After the informed consent screen the demographic screen should appear and the user should be able to select “same as guardian” for the demographic fields. Upon selection the fields should automatically populate then the user can continue by clicking next.

4. Users with genetic test results, known triplet repeat lengths, should be able to complete the registry process. 

5. On the clinical information screen the user should be able to select “yes”  indicating that he/she knows their genetic test results. 
6. Then the genetic information screen present fields for triplet repeat lengths. Values of 640 and 1020 should be accepted. No further genetic fields should be required.


	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	012 New Minor US Patient with Invalid Guardian Age

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	User is <18yrs of age, guardian is <18 yrs of age, country = US, All other information is at the discretion of the tester.

	Test Condition:
	A new patient who is less than 18 years of age registers and uses their own date of birth for guardian date of birth.



	Procedures to Perform Test:
	1. Identify and select the “New User Register” button from the homepage

2. Enter initial information, specifically - country = United States, date of birth <18yrs,  select next

3. Next screen is the guardian screen, enter information, specifically use date of birth from step 2.

	Expected Results:
	1. Once initial information screen is completed then next screen should be guardian. 

2. When date of birth consistent with age <18yrs is entered for guardian an error message is returned to the user stating that all registry participants who are less than 18 yrs must have a parent or guardian provide informed consent and contact information for the registry.

3. No information is saved from the initial screen and the user is returned to the homepage.

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	013 New Minor Non US Country Patient Registers

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	User is <18yrs of age, guardian is >18 yrs of age, country = Canada, 

Triplet repeats are 7, 1020 and point mutation is C4567T
All other information is at the discretion of the tester.

	Test Condition:
	Register a new patient who is less than 18 years old and who lives in Canada, and has different demographic data as guardian with genetic test results known and contains a point mutation.


	Procedures to Perform Test:
	1. Identify and select the “New User Register” button

2. Initial information presented

3. Enter name fields

4. Country, select drop down, Canada

5. Enter date of birth that is <18yrs

6. Next screen is the guardian screen, enter street address, city, province, postal code, phone, click next

7. Choose “accept” at the bottom of informed consent

8. Next screen is demographics, enter information different from the guardian page, click next

9. Next screen is clinical information, enter information, for genetic test result choose “yes” click next

10. Next screen is genetic information, enter triplet repeat 1,  triplet repeat 2, and point mutation information, click next

11. Next screen is account information, enter information, click next

12. Next screen is a summary of all information entered, click submit information

13. User is told that registration has been submitted and will be reviewed.



	Expected Results:
	1. Initial information screen  - country field should have a drop down selection. 

2. Once initial information screen is completed the guardian screen should appear. 

3. Guardian address should accommodate international address including regional/province data and international zip code and phone numbers.  

4. After the informed consent screen the demographic screen should appear and the user should be able to select “same as guardian” for the demographic fields. 

5. Users with genetic test results, known triplet repeat lengths and point mutation, should be able to complete the registry process. 

6. On the clinical information screen the user should be able to select “yes”  indicating that he/she knows their genetic test results. 
7. Then the genetic information screen presents fields for triplet repeat lengths and point mutation. Values of 7 and 1020 should be accepted for repeats and C4567T for point mutation. No further genetic fields should be required.


	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	014 New Minor Non identified Country Patient Registers

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	User is <18yrs of age, guardian is >18 yrs of age, country = Peru, 

Allele sizes are 4.8kb, 5.2kb
All other information is at the discretion of the tester.

	Test Condition:
	Register a new patient who is less than 18 years old and who lives in Peru, and has different demographic data as guardian with genetic test results known and allele size data available.



	Procedures to Perform Test:
	1. Identify and select the “New User Register” button

2. Initial information presented

3. Enter name fields

4. Country, select drop down, Peru is not among listed countries so select “Other”

5. After selecting other, user is prompted to write in name of country in a blank field

6. Enter date of birth that is <18yrs

7. Next screen is the guardian screen, enter street address, city, region field for international user, zip, international phone number, click next

8. Choose “accept” at the bottom of informed consent

9. Next screen is demographics, enter information different from the guardian page, click next

10. Next screen is clinical information, enter information, for genetic test result choose “yes” click next

11. Next screen is genetic information, enter allele size 1 and allele size 2 information, click next

12. Next screen is account information, enter information, click next

13. Next screen is a summary of all information entered, click submit information

14. User is told that registration has been submitted and will be reviewed.



	Expected Results:
	1. Initial information screen  - country field should have a drop down selection and Peru should not be listed. 

2. User should be able to determine that “other” is appropriate choice. 

3. Once “other” is selected user should be prompted to enter the name of the country in a blank field. 

4. Once initial information screen is completed the guardian screen should appear. 

5. Guardian address should accommodate international address including regional/province data and international zip code and phone numbers.  

6. After the informed consent screen the demographic screen should appear and the user should be able to select “same as guardian” for the demographic fields. 

7. Users with genetic test results, known allele sizes, should be able to complete the registry process. 

8. On the clinical information screen the user should be able to select “yes”  indicating that he/she knows their genetic test results. 
9. Then the genetic information screen present fields for triplet repeat lengths and allele sizes. Values of 4.8kb and 5.2kb should be accepted for allele sizes. No further genetic fields should be required.


	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	015 Patient Prints Confirmation

	Created By:
	Elaine Simone

	Test Data or Preparation Needed:
	The computer is connected to a printer

	Test Condition:
	The purpose of this test case ensures that a user can print from the confirmation screen

	Procedures to Perform Test:
	1) Proceed to the confirmation screen

2) Select to print information

	Expected Results:
	The contents of the patient’s information screen will be printed

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	016 Continues to Try to Submit data

	Created By:
	Elaine Simone

	Test Data or Preparation Needed:
	

	Test Condition:
	The purpose of this test case is to prevent denial of service attacks

	Procedures to Perform Test:
	1) Proceed to the confirmation screen

2) Click Submit information several times

	Expected Results:
	The System prevents this from happening by immediately redirecting the patient back to the home page after information is submitted

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


1.3 RETURNING PATIENT USERS

	Test Case #:
	017 Return patient Logs In

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	Existing patient registry data for a patient.

Username: faraPatient@gmail.com
Password: faratest (or eternal)

	Test Condition:
	Login as a returning user.



	Procedures to Perform Test:
	1. From the FARA homepage identify navigation to enter the registry as a returning user.

2. Enter login information – username and password

3. Informed consent screen presented, choose “accept”

	Expected Results:
	1. Returning users should be able to identify the “returning users log in” button at the bottom of the screen. 

2. System should require validation of a returning user - username and password. 

3. User should be presented with the informed consent document.

4. Once informed consent is accepted the user should see a welcome back message, reminders for updating information, summary of previously entered information. 

5. User can then choose to edit information or confirm.



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	018 Patient Tries to Login without Password

	Created By:
	Sandy Morris

	Test Data or Preparation Needed:
	faraPatient@gmail.com is a valid returning patient username and the user has accessed the registry.

	Test Condition:
	The purpose of this test case is to ensure that the patient uses a password to access the registry.  



	Procedures to Perform Test:
	1. Click on the ‘Returning Users Log in’ button to access the Login screen

2. Input your username in the username field: faraPatient@gmail.com

3. Do not input a password into the password field.

4. Click ‘Log In’.



	Expected Results:
	The user will be unable to login to the registry.  An error message will display on the page that says ‘Sorry you must have a valid password to access the FARA Patient Registry’.



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	019 Patient with Inactive Account Tries to Log in

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	The user with username faraPatient18Month@gmail.com has an associated email address of faraPatient18Month@gmail.com and the record has a date of last update more then 18 months from today’s date. 

Determine the correct value of the date of last update by taking the month and year of the current date and going back 18 months.  Choose a date anywhere in that month’s range.  

For example, if the current date were 02/27/06 then valid dates for this test would be 08/01/2004 to 08/31/2004.



	Test Condition:
	Returning user with an account not updated in >18 months cannot access registry.



	Procedures to Perform Test:
	1. Access the home page of the FARA Patient Registry.

2. In the username field enter a username: faraPatient18Month@gmail.com.

3. In the password field enter a password: faratest or eternal

4. Click ‘Log In’

5. Verify by inspection that you are unable to login to the registry.

	Expected Results:
	1. Log in is unsuccessful. you are presented with this error message:

‘We’re sorry your account has been disabled due to inactivity.  Please contact the registry coordinator to re-activate your account.’

2. You are given an email link for the registry coordinator.

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	020 Returning Patient Forgets Password

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	Existing patient registry data for a patient.

Username: faraPatient@gmail.com
Security question is ‘What is your pet’s name?’ with an associated answer of ‘squirt’.  

	Test Condition:
	Returning user cannot remember password.



	Procedures to Perform Test:
	1. From the FARA homepage identify navigation for an existing user to request a password.

2. Enter username

3. Click “Get My Security Question”

4. Enter answer

5. Click “Reset Password” which will now be enabled

	Expected Results:
	1. Password retrieval should be an identifiable navigation on the homepage. 

2. Once choosing the appropriate navigation the user should be prompted for username, security question, security and answer. 

3. Once correct information is entered the user should receive a message on the screen indicating that the password is being sent in an email to the user at the username address.



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	021 User Continuously Enters Incorrect Password

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	Username – forgetfulfarapatient@gmail.com


	Test Condition:
	Returning user can not remember password and tries multiple times to guess password.

	Procedures to Perform Test:
	1.Click the ‘Returning Users Log In’ button to access the Login screen.

2.Input username

3.Input sham password.

4.Click ‘Log In’.

5.Repeat steps 2-4 using sham passwords (discretion of tester) nine times.



	Expected Results:
	1. Authentication is required for accessing registry data.

2. After each login attempt the user is notified that they have the incorrect information and if they have forgotten their password they can request this information from the homepage. 

3. After the tenth try at logging into the registry with a faulty password the user will receive this error message:

‘We’re sorry but you have exceeded the number of login attempts for your account.  Your account has been locked for security purposes.  Please contact the registry coordinator to unlock your account.’



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	022 Non User Tries to Login

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	 

	Test Condition:
	Users without the correct username or password cannot access the system.

	Procedures to Perform Test:
	1.) Click the ‘Returning Users Log In’ button to access the Login screen.

2.) Input  sham username in the username field: hacker@email.com

3.) Input sham password into the password field: Arrrrrrr.

4.) Click ‘Log In’.

5.) Repeat steps 2-4 using sham usernames and passwords (discretion of tester).

	Expected Results:
	1. Authentication is required for accessing registry data.

2. After each login attempt the user is notified that they have the incorrect information and if they have forgotten their password they can request this information from the homepage. 



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	023 Returning Patient Confirms Information

	Created By:
	Elaine Simone

	Test Data or Preparation Needed:
	faraPatient12Month@gmail.com account that is delinquent or the difference between the Current date and the contents of the lastUpdated field is greater than 12 months.  Password is faratest or eternal

	Test Condition:
	The purpose of this test is to ensure that the system writes the correct changes to the Registry database, when a Patient confirms his or her account information without making any changes.



	Procedures to Perform Test:
	1. User Logs in with correct authentication

2. User selects to ‘Confirm Information’

	Expected Results:
	Only the two following changes will be written to the Patients Record

1. lastUpdate field = the Current date

2. status = Active

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	024 Patient Enters invalid input into data entry fields

	Created By:
	Elaine Simone

	Test Data or Preparation Needed:
	FieldAttributes.xls

	Test Condition:
	To ensure that validation is done on a page by page basis

	Procedures to Perform Test:
	1) Create a new patient

2) On the Initial screen, enter invalid data

3) Select to continue

4) Repeat steps 2 and 3 for each screen

5) Try pasting SQL statements as invalid data into fields



	Expected Results:
	The appropriate error message will be displayed when the user chooses to continue.  The user will have to fix any errors before continuing onto the next page. 

System will protect against SQL Injection because of stringent field validation

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	025 Returning Patient changes Information

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	Existing patient registry data for a patient.

Username: faraPatient@gmail.com
Password: faratest or eternal

	Test Condition:
	Returning patient can access registry and change mailing address.

	Procedures to Perform Test:
	1. From the FARA homepage identify navigation to enter the registry as a returning user.

2. Enter login information – username and password   

3. Informed consent screen presented, choose “accept”

4. Choose edit demographic

5. Change address, click next

6. Choose edit initial

7. Try to edit date of birth field, click next

8. Choose edit account information

9. Change email address to farapatient2@gmail.com
10. Verify that prompt appears when entering new email address, asking if you would like to change username, respond “no”

11. Next screen is a summary of all information entered, verify new address is displayed, click submit information

12. User is told that registration has been submitted.

13. User will re-enter the registry and 

a. confirm that the new address is present.

b. confirm that the new email address is present.

	Expected Results:
	1. The homepage of the Registry should contain reminders about updating registry information.

2. User should see a welcome back message and reminders for updating information.

3. User needs to accept informed consent before proceeding to edit information.

4. Summary screen of previously entered information is presented. 

5. Choosing edit demographic should take the user to the demographics page with previous data populated. User should be able to edit address fields. 

6. Once changes are entered the user should be able to return to the summary screen with one click. 

7. Should not be able to edit the date of birth field.

8. The user should be able to return to the summary screen with one click.

9. Field is grayed out and is not editable. Instructions at the top of page say that if you are trying to edit a field that is not editable you need to contact the registry coordinator.

10. Choosing edit account information should take the user to the account information page with previous data populated. User should be able to edit email address fields.

11. email address should appear in duplicate. 

12. Once changes are entered the for the new email address the user should be prompted with a question – asking if they want their username to change to their new email address

13. User should be able to re-enter the system with the old email address since a “no” response was provided and new email address should appear under account information.

14. New address data should appear on the summary screen. 

15. New address data should appear when the user has returned to the registry.



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	026 Return Patient tries to change password

	Created By:
	Sandy Morris

	Test Data or Preparation Needed:
	faraPatient@gmail.com is valid patient username with an associated password of ‘faratest’ or ‘eternal’.  

jen.farmer@faresearchalliance.org is a valid username for a registry coordinator account with an associated password of ‘changeme’.

	Test Condition:
	The purpose of this test case is to ensure that the password restrictions are enforced for patients.

	Procedures to Perform Test:
	1. On the home page of the patient registry click the ‘Returning Users Log In’ button.

2. Enter the username into the username field: faraPatient@gmail.com
3. Enter the password into the password field: ‘faratest’ or ‘eternal’.

4. Click ‘Log In’.

5. Navigate to the ‘Account Information ‘ Screen.

6. Change the value of the password field from: ‘faratest’ or ‘eternal’ to ‘x’.

7. Reenter that new value into the second password field: ‘x’.

8. Click ‘Next’.

9. You are informed that it is invalid.  

10. Input a new password into the password field: ‘tremendous’.

11. Enter it again in the second password field.

12. Click ‘Next’.

13. You are informed that it is invalid.

14. Input a new password into the password field: ‘eternal’.

15. Enter it again in the second password field.

16. Click ‘Next’.

17. Navigate to the ‘Confirmation Screen’ and click on the ‘Confirm Information’.

18. When you are returned to the home page click on the ‘Returning Users Log In’ button.

19. In the username field enter the username: faraPatient@gmail.com.

20. Enter the old password value: ‘faratest’ or ‘eternal’.

21. Click the ‘Log In’ button.

22. Verify by inspection that you are not able to login using that password.

23. Now enter the new password value: ‘eternal’.

24. Verify by inspection that you are taken to the ‘Initial Information’ screen for this patient account. 

25. Click on the ‘Returning Users Log In’ button to access the Login screen.

26. Input your username in the username field: jen.farmer@faresearchalliance.org 

27. Input your password in the password field ‘changeme’

28. Click ‘Log In’

29. Navigate to the ‘Registrants’ tab.  

30. Select 'Patient Lookup'

31. Select Edited Patient from List

32. Select 'Edit Patient Information'
33. Select 'Edit Account'
34. Scroll to the bottom

35. Verify by inspection that the change log has a new entry for each of the fields that were changed by the patient

36. Click ‘Log Out’ on the left sidebar of the page to be returned the home page of the registry.

	Expected Results:
	The user will not be able to create a password that does not meet the specified guidelines.  When an invalid password is chosen the associated error messages will be:

4 & 8. Password is less than 6 characters or greater than 8 characters:

     ‘Sorry the password must be between 6 and 8 characters in length.’

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	027 Returning Patient declines informed consent

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	Existing patient registry data for a patient.

Username: faraPatient@gmail.com
Password: faratest (or eternal)

	Test Condition:
	Returning user declines informed consent

	Procedures to Perform Test:
	1. From the FARA homepage identify navigation to enter the registry as a returning user.

2. Enter login information – username and password   

3. Informed consent screen presented, choose “decline”



	Expected Results:
	Returning user is able to login with username and password and decline informed consent. When decline is selected the user is presented with a text box with the following information “You have declined the informed consent therefore your account will now become inactive. Acceptance of the informed consent is required for participation in the FARA patient registry. If this action was an error please contact the registry coordinator to reactivate your account.



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


1.4 Registry Coordinator

	Test Case #:
	028 Registry Coordinator Logs in

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	jen.farmer@faresearchalliance.org is a valid registry coordinator username 

‘changeme’ is a valid password for that account



	Test Condition:
	Registry coordinator needs username and password to enter the system and when logged in has coordinator interface.



	Procedures to Perform Test:
	1. Click on the ‘Returning Users Log In’ button to access Login screen.

2. Input registry coordinator username in the username text box jen.farmer@faresearchalliance.org. 

3. Input password - changeme

4. Click ‘Log In’.



	Expected Results:
	1. Coordinator should be able to login to the system. 

2. Coordinator screen should appear with Welcome message that includes number of patient records pending coordinator approval. 

3. There should be four tabs across the top of the interface – home, registrants, query, account status 



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	029 Registry Coordinator account locks out after 4 tries

	Created By:
	Sandy Morris

	Test Data or Preparation Needed:
	 forgetfulcoordinator@faresearchalliance.org is a valid registry coordinator username and the user has accessed the registry.

	Test Condition:
	The purpose of this test case is to ensure that the registry coordinator is locked out of the registry after 4 login attempts.



	Procedures to Perform Test:
	1.) Click on the ‘Returning Users Log In’ button to access the Login screen.

2.) Input your username in the username field: forgetfulcoordinator@faresearchalliance.org.

3.) Input a password into the password field: Welcome.

4.) Click ‘Log In’

5.) You are informed that it is not a valid password for your account.

6.) Repeat step #3 & 4 three times.



	Expected Results:
	After the third try at logging into the registry with a faulty password the user will receive this error message:

‘We’re sorry but you have exceeded the number of login attempts for your account.  Your account has been locked for security purposes.  Please contact the administrator to unlock your account.’



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	030 Registry Coordinator Confirms Pending Patients

	Created By:
	Sandy Morris

	Test Data or Preparation Needed:
	jen.farmer@faresearchalliance.org is a valid registry coordinator username and ‘changeme’ is a valid password for that account.  The user with username newfaraPatient@gmail.com has an associated password of ‘newbie’ and is a valid account and the status of this account is ‘pending’.  The user’s first name is ‘New’ and the last name is ‘Patient’.



	Test Condition:
	The purpose of this test case is to ensure that a registry coordinator must confirm new patient’s information before they are entered into the registry.  



	Procedures to Perform Test:
	1.) Click on the ‘Returning Users Log In’ button to access the Login screen.

2.) Input your username in the username field: jen.farmer@faresearchalliance.org. 

3.) Input your password in the password field: ‘changeme’

4.) Click ‘Log In’.

5.) Navigate to the ‘Registrants’ tab

6.) Select ‘New Patient from the ‘Patient Pending’ list.

7.) Select ‘Review Patient.

8.) Click the ‘Confirm Information’ button.

9.) Verify by inspection that the user is returned to the Home Tab of the registry coordinator’s user interface.

10.) Navigate to the ‘Registrants’ tab.

11.) Verify by inspection that New Patient is no longer present in the ‘Patient Pending’ list.

12.) Click ‘Log Out’ on the screen of the home page to be returned to the main page of the registry.

13.)  Click ‘Returning Users Log In

14.) Input your username in the username field: newfaraPatient@gmail.com. 

15.) Input your password in the password field: ‘newbie’

16.) Click ‘Log In’.



	Expected Results:
	After being confirmed by the registry coordinator the patient is no longer present in the ‘Patient Pending’ list.



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	031 Registry Coordinator Edits Patient Record

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	 jen.farmer@faresearchalliance.org is a valid registry coordinator username 

‘changeme’ is a valid password for that account

Patty Pending - patient data needs to be in the pending patient list, triplet repeat 1 = 44

	Test Condition:
	Registry coordinator edits triplet repeat data on pending patient then confirms the patient.

	Procedures to Perform Test:
	1. Click on the ‘Returning Users Log In’ button to access Login screen.

2. Input registry coordinator username in the username text box jen.farmer@faresearchalliance.org. 

3. Input password - changeme

4. Click ‘Log In’.

5. Click on “registrants” tab

6. Select pending patient – Patty Pending

7. Select “Edit Clinical”

8. On the Clinical Information Screen Part 1 page click ‘Next’.

9. Change triplet repeat number 1 to 444, click next

10. Account information screen appears, go to Communications log – enter “4/1/06 coordinator verified triplet repeat info with patient via phone, initial submission by patient contained error” 

11. Review changes on the summary page, if correct, click ‘Confirm Information’

12. Click on the ‘Registrants’ tab

13. Select ‘Patient Look-up’, find the previously edited and confirmed patient, select them, and click ‘Edit Patient Information’.

14. Verify that triplet repeat 1 =444 and update log contains  “4/1/06 coordinator verified triplet repeat info with patient via phone, initial submission by patient contained error”



	Expected Results:
	1. When registry coordinator selects the patient from the pending list a summary of the patient’s information should be presented. 

2. Edit buttons should also appear for each specific page. 

3. Selection of the ‘Edit Clinical’ button should bring up the Clinical Information Part 1 page and the Clinical Information Part 2 page should have the values submitted by the patient. 

4. The coordinator should be able to edit the value then proceed to the account information screen and write a note in the communications log. 

5. Once confirmed the patient’s information with coordinator edits should be saved to the database.

6. A patient look-up should confirm that this process was successful. 



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	032 Registry Coordinator deletes Sham Patient

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	jen.farmer@faresearchalliance.org is a valid registry coordinator username 

‘changeme’ is a valid password for that account

Sham patient (Sponge Bob Squarepants) needs to be entered as a new patient.

	Test Condition:
	Registry coordinator identifies sham patient on the pending patient list and does not confirm.

	Procedures to Perform Test:
	1. Registry coordinator log in to registry.

2. Go to registrant tab.

3. Pending patient list contains “Sponge Bob Squarepants” – coordinator selects

4. Coordinator clicks ‘disapprove Patient’ 
5. Go to registrant tab

6. Visual inspection of patient pending list reveals that “Sponge Bob Squarepants” has been removed

7. Go to Reporting tab

8. Select status disapproved 

9. Verify that sham patient is on this list

	Expected Results:
	1. Coordinator has a mechanism to “not confirm” or “delete” a patient from the pending list.

2. Deleted patients are removed from the pending list

3. Deleted/ not confirmed patients are not stored in the registry



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	033 Registry Coordinator disables an account

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	jen.farmer@faresearchalliance.org is a valid registry coordinator username 

‘changeme’ is a valid password for that account

Patient account in registry for “Registry Tester2” , age for this patient is 30.

	Test Condition:
	Registry coordinator can disable an account.

	Procedures to Perform Test:
	1. Log in as registry coordinator

2. Go to registrants tab

3. Perform a patient look-up of “Registry Tester2”

4. Select Registry Tester2

5. Select “edit account information”

6. Select yes for account disable

7. In the update log enter “patient emailed the coordinator an requested that he be removed from the registry on 1/1/11”

8. Select confirm

9. Log out

10. Log in as registry coordinator

11. Perform a patient look-up of “Registry Tester2”

12. Verify that the patient does not appear in the active patient listing

13. Go to the Query tab

14. Run a query on age 1-99 (this should bring up all individuals in the registry)

15. Verify that “registry tester2” is not in the query results

	Expected Results:
	1. Registry coordinator has the disable field in the account information screen

2. When the registry coordinator disables an account the patient is no longer in the active patient list.

3. When a query is performed disabled accounts are not pulled for the query.



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	034 Registry Coordinator Can Enable an Account

	Created By:
	Sandy Morris

	Test Data or Preparation Needed:
	jen.farmer@faresearchalliance.org is a valid username for a registry coordinator account with an associated password of ‘changeme’.  Disabled Patient is a name associated with a valid patient account.



	Test Condition:
	The purpose of this test case is to ensure that the registry coordinator can re-enable an account.



	Procedures to Perform Test:
	1. Click on the ‘Returning Users Log In’ button to access the Login screen.

2. Input a username in the username field: jen.farmer@faresearchalliance.org. 

3. Input a password in the password field: ‘changeme’.

4. Click ‘Log In’.

5. Navigate to the ‘Reporting’ tab.

6. Select ‘disabled’ Status

7. Select ‘Disabled Patient from the list of users.

8. Select ‘Edit Patient Information’

9. Select ’Edit Account’ Button.

10. Set the account status field to: ‘active’.

11. Input a note into the communication log field: Called Patient on <today’s date> to verify clinical information. 

12. Click the ‘Next’ button to navigate to the Confirmation screen.

13. Click ‘Confirm Information’.

14. Verify by inspection that you are returned to the home page the registry.

15. Repeat Steps 1 – 4.

16. Navigate to the Registrants Tab

17. Select ‘Patient Lookup’

18. Enter ‘Patient’ in Last Name field

19. Select ‘United States’ for Country

20. Repeat Steps 7-9

21. Verify by inspection that the new information is present in the communications log.

22. Verify by inspection that user is now active.

	Expected Results:
	The user’s status is set to active.

The recently added note will be present on the confirmation screen and upon logging in the new note will be present in the communications log field.

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	035 Registry Coordinator types invalid input into query criteria fields

	Created By:
	Elaine Simone

	Test Data or Preparation Needed:
	jen.farmer@faresearchalliance.org is a valid registry coordinator username 

‘changeme’ is a valid password for that account 

Registry Coordinator has correctly authenticated.

Several Patient Records (that are active or delinquent)

FieldAttributes.xls

	Test Condition:
	To ensure the bounds for the query fields are the same as those data entry fields.

	Procedures to Perform Test:
	Run each of the Validation and Acceptable Inputs Tests for the corresponding fields from the data input module



	Expected Results:
	All the fields should pass with the same results as results for Patient data Entry Pages.

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	036A Registry Coordinator Can Query Patients

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	jen.farmer@faresearchalliance.org is a valid registry coordinator username 

‘changeme’ is a valid password for that account



	Test Condition:
	Registry coordinator can run a query for patients <18yrs of age and living in Australia 

	Procedures to Perform Test:
	1. Click on the ‘Returning Users Log In’ button to access Login screen.

2. Input registry coordinator username in the username text box jen.farmer@faresearchalliance.org. 

3. Input password - changeme

4. Click ‘Log In’.

5. Click on “query” tab

6. Country – select Australia

7. Age – enter 1 and 17Submit Query

8.  Select “And query criteria”

9.  Submit

	Expected Results:
	Registry coordinator should be able to submit query. Once query selections are submitted a screen should appear displaying the the following fields, in addition to the fields used in the query
1. First Name

2. Middle Name

3. Last Name

4. Age

5. Country

6. Age



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	036B Registry Coordinator Can Query Patients

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	jen.farmer@faresearchalliance.org is a valid registry coordinator username 

‘changeme’ is a valid password for that account



	Test Condition:
	Registry coordinator can run a query for patients with 1 triplet repeat 500-1000 or age of onset 5-15 or functional rating 3.5 –5.5

	Procedures to Perform Test:
	1. Click on the ‘Returning Users Log In’ button to access Login screen.

2. Input registry coordinator username in the username text box jen.farmer@faresearchalliance.org. 

3. Input password - changeme

4. Click ‘Log In’.

5. Click on “query” tab

6. Triplet repeat enter 500 and 1000

7. Age of onset enter 5 and 15

8. Functional rating 3.5 – 5.5

9. Select “Or query criteria”

10. Submit Query

	Expected Results:
	Registry coordinator should be able to submit query. Once query selections are submitted a screen should appear displaying the the following fields, in addition to the fields used in the query
1. First Name

2. Middle Name

3. Last Name

4. Age

5. Triplet repeat

6. Age of onset

7. Functional rating



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	036C Registry Coordinator Can Query Patients

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	jen.farmer@faresearchalliance.org is a valid registry coordinator username 

‘changeme’ is a valid password for that account



	Test Condition:
	Administrator needs to run a query of all individuals from European countries and >18 yrs of age.

	Procedures to Perform Test:
	1. Click on the ‘Returning Users Log In’ button to access the Login screen.

2. Input your username in the username field: jen.farmer@faresearchalliance.org.

3. Input your password in the password field: ‘changeme’.

4. Click ‘Log In’.

5. Go to the query tab

6. Select “And the query” 

7. Country – select European countries

8. Age – 18 to 99

9. Submit the query

10. Visually inspect the results



	Expected Results:
	1. Administrator has the same functionality as the registry coordinator.

2. Verify by inspection that the administrator has the following tabs

a. Home

b. Registrants

c. Clinical Trials Query

d. Account status

e. Password Reset

3. Administrator was able to run a successful query.



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	037 Registry Coordinator can query Patients Sort, Print, and Export Results

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	jen.farmer@faresearchalliance.org is a valid registry coordinator username 

‘changeme’ is a valid password for that account 

	Test Condition:
	Registry coordinator views query results, sorts them into alphabetical order then prints query results and exports query results to an Excel file. 

	Procedures to Perform Test:
	1. From the query result screen sort the cases based on last name A-Z using column header for last name.

2. Review sort procedure and validate that other field data sorted appropriately.

3. Select print results

4. Select export results

5. Choose name (agecountry.xls) and location (my documents) for xls file, enter

6. Logout of the registry

7. Locate new xls file and open

8. Verify data in the file is correct.

	Expected Results:
	When query results are presented on the screen several columns will allow sorting of the results (name, age). Once query results are verified and sorted the coordinator can choose to print or export to excel. The printed query results will appear in print form as they appear on the screen (same fields). The exported results will have the following fields, in addition to the fields used in the query
1. First Name

2. Middle Name

3. Last Name

4. Age

5. Guardian address 1

6. Guardian address 2

7. Guardian city

8. Guardian state

9. Guardian zip code

10. Guardian home phone

11. Guardian other phone

12. Address 1

13. Address 2

14. City

15. State

16. Zip code

17. Home phone

18. Other phone

19. Age

20. Country



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	038 Registry Coordinator Kicks Off Email Maintenance

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	jen.farmer@faresearchalliance.org is a valid registry coordinator username 

‘changeme’ is a valid password for that account

Several user accounts with date of last update between 11 and 12 months, 12 and 15 months, 15 and 18 months

faraPatient11Month@gmail.com email login is 11check 

faraPatient13Month@gmail.com email login is 13check

faraPatient16Month@gmail.com email login is 16check

faraPatient24Month@gmail.com email login is 24check

	Test Condition:
	Registry coordinator can disable an account.

	Procedures to Perform Test:
	1. Log in as registry coordinator

2. Go to Maintenance tab

3. Click Send Email Reminders

4. Go to Registrants Tab

5. Go to Patient Lookup

6. Select a patient that should have received an email update

7. View Change Log

8. Repeat 6 and 7 for each patient account that date of last update is between 11 and 18 months

9. Log into email of user accounts that should have received an email reminder

	Expected Results:
	1. The Change log shall have an entry of the email sent

2. User’s Email Account



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


1.5 Administrator

	Test Case #:
	039 Administrator logs in

	Created By:
	Sandy Morris

	Test Data or Preparation Needed:
	 registry_admin@faresearchalliance.org is a valid administrator username and ‘changeme’ is a valid password for the account.



	Test Condition:
	The purpose of this test case is to ensure that all users have a common login page and that the system takes them to appropriate interface based on the type of account.



	Procedures to Perform Test:
	1.) Click on the ‘Returning Users Log In’ button to access the Login screen.

2.) Input your username in the username field: registry_admin@faresearchalliance.org. 

3.) Input your password in the password field: ‘changeme’.

4.) Click ‘Log In’.



	Expected Results:
	You are taken to the administrator’s interface for the registry.



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	040 Administrator account locks out after 4 tries

	Created By:
	Sandy Morris

	Test Data or Preparation Needed:
	forgetfuladmin@faresearchalliance.org is a valid administrator username and ‘changeme’ is a valid password for the account.

	Test Condition:
	The purpose of this test case is to ensure that the administrator is locked out of the registry after 4 login attempts.



	Procedures to Perform Test:
	1.) Click on the ‘Returning Users Log In’ button to access the Login screen.

2.) Input your username in the username field: forgetfuladmin@faresearchalliance.org. 

3.) Input a password into the password field: Welcome.

4.) Click ‘Log In’.

5.) You are informed that it is not a valid password for your account.

6.) Repeat step #3 & 4 three times.



	Expected Results:
	After the third try at logging into the registry with a faulty password the user will receive this error message:

‘We’re sorry but you have exceeded the number of login attempts for your account.  Your account has been locked for security purposes.  Please <email link>contact</email link> EDS to unlock your account.’


	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	

	
	

	
	

	
	

	
	

	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	042 Administrator can perform any function of a Registry Coordinator

	Created By:
	Sandy Morris

	Test Data or Preparation Needed:
	registry_admin@faresearchalliance.org is a valid administrator username and ‘changeme’ is a valid password for the account.

	Test Condition:
	The purpose of this test case is to ensure that administrators can also do the job of registry coordinators.  This shows that they have the ability to manage all types of accounts.



	Procedures to Perform Test:
	Run Registry Coordinator tests with Administrator user account

	Expected Results:
	An administrative user can do everything that a registry coordinator can.  Therefore the administrator interface includes all of the tabs of the registry coordinator interface.



	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	Test Case #:
	043 Administrator Resets Password

	Created By:
	Jennifer Farmer



	Test Data or Preparation Needed:
	registry_admin@faresearchalliance.org is a valid administrator username and ‘changeme’ is a valid password for the account.

Existing patient registry data for a patient – Registry Tester.

 

	Test Condition:
	Patient contacts the FARA registry coordinator and says that he cannot remember password or security question.

	Procedures to Perform Test:
	1. Log in as administrator

2. Go to the “Password Reset” tab

3. Select Registry Tester

4. Select ‘Reset Password’ button

5. Go to Registrants Tab

6. Go to Patient Lookup

7. Select Registry Tester

8. Select ‘Edit Account’

9. View Change Log

10. Log out

11. Log in as registry tester with new password 

	Expected Results:
	1. Administrator has a password reset tab

2. Administrator can call up a patient record and reset the password

3. There should be a new entry in the change log about the password reset

4. New password should work for the user

	Actual Results & Test Status log:
	Date:
	Pass\Fail
	Actual Results: What did you actually experience when executing this test.  Did you meet all expected results states above? Each time the test is executed the results should be documented here.
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