
User, Access and Security

What kind of users will there be?

· Guest; generic person looking at the site before they have an account

· Patient

· Registry coordinator

· Admin

What method of login should be used?

Patients

· When they change their email we can ask them: “would you also like this to be your user id?” - Jen

· Validation to make sure that it is in the form of an email address – Jen

· No link to the email address field - Jen

· Tool tip for help on the username/password - Michelle

· Password is not a pin it will be alphanumeric, 8 – 10 characters with no special characters; nothing too complicated for the user – Jen/Michelle

RC/Admin

· Secure site when everyone logs in – Michelle/Steve/John

· When user accesses login page you are on the secure connection from then on

· Special rules for admin/RC users for extra security – Jen

General Requirements

Username/password guidelines

· Email reminder should include username/password

· Password reminder is separate from the password reset feature

· Put in email address, answer the security question, and it’s reset

· After a certain time of a failed logon you can’t log on until the next day; it becomes locked

· User = 10 - 15

· RC/Admin = 3 - 5

· These numbers will be allowed to be changed

· If the account gets locked then the coordinator/admin can unlock it via notification by email.

· Password field shall be encrypted in the database

· Good for browser recognition

· Email address is the username to begin with when they change it they can elect to use the new email address as their username or to change it

Filling out the registry information forms

· If the user stops before information is confirmed the data gets lost

· First screen has the Initial Screen with the DOB 

· If DOB < 18 then the next screen is the guardian screen then the HIPPA laws

· DOB > 18 then the HIPPA laws are shown

· Once the guardian enters their information there shall be a check to make sure that the guardian is >= 18

· If the guardian < 18 everything is cancelled, an error message is given, user is taken back to the home page; data is lost

· Email address will have instructions informing the user that this email is the one that will be your username and will also be the one that FARA will contact you at

Inactive accounts

· A report will provide her with delinquent accounts meaning that those that haven’t actively changed the information are considered delinquent after a year

· Doesn’t include disabled accounts just include the accounts that possibly have outdated information

· Delinquent accounts will be considered active

· On confirmation screen for returning users there should be a confirm button if nothing has been changed so that they actively have to confirm their information is up to date

· Account can be manually disabled by the coordinator based on the report

· 3 months, one email a month and if they haven’t answered after 3 emails the account is disabled

· Log this when an email reminder is sent to the user

Encouraging Current Information

· Instructions throughout the site that informs the user that they are expected to keep their information current and will be contacted every year so that they can update their information

· Include the date that they need to return to the site

· Home page will say things like ‘Have you had a recent check up?’ ‘Have you moved?’ – ‘Go and update your information’

·  Put these questions in the email reminder as well

· Login page has a message in red that tells them to make sure their information is up to date

· Email Reminder

· Make sure you give the repercussions of not updating at the bottom

· Link 1 – ‘If you’ve changed this’ update your information

· Link 2 -  ‘If not please confirm’ to confirm your information

Security Concerns for HIPPA

· TBD after Jen talks to the lawyer & FARA board

· Something to the degree of granting rights to distribute information for FARA purposes

Email Link

· Message at the top that has the email link specifics

· ‘Contact someone for password help/information help/HIPPA laws’ depending on the page you are on

· Subject will be fed into email to classify information for Jen

Changing Questions

· Document a process that would allow future developers to know what they have to do add/modify/delete a question – John

· 2 environments; Test/Development & Production

Roles for Users

· Patient

· Edit Information

· Update Information

· Registry Coordinator

· Edit information

· Confirm that information is correct

· Resolve problems/provide help for the user

· Run reports

· Create/Run queries

· The coordinator will NOT be able to add new patients.  The coordinator will go in as a patient and help them register.

· Ability to set a patient as deceased and ‘disable’ an account or automatic emails

· All queries and all emails check against the deceased columns

· Similar to the notes log and this is only visible to the registry coordinator

· Admin

· Ability to create new registry coordinator accounts

· Password resetting/unlocking accounts

· When password is reset put it in the user’s notes log so the change is recorded: ‘Password was reset on MM/DD/YYYY’

· Run reports

· Run queries

· Ability to disable an account due to the patient being deceased

Query Specifics

· Queries are shared among registry coordinators/admin users they are not user specific

News/Links on the Site

· Jen will get those details for us at a later date

Discussion of Fields

See Elaine’s spreadsheet (sorry I’m lazy ()

Requirements Traceability Discussion – additional items needed 

F1 – list out which search engines we will be indexed at for this site; also think about a keyword list

F2 – Jen will get that information for us (news/links/introduction for home page)

F7 – Talk in depth about queries

F16 – Jen is getting this for us (clinical trials/educational materials)

F17 – Three roles instead of 2

F18 – We need to talk to FARA website coordinator to get a link to our site on there – John/Michelle will take care of it

· Name of site will be ‘FARA Registry’

P1 – again specify which browsers

Query Information

See Elaine’s Field Spreadsheet ‘Query column’

