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SCOPE

The Pixelink Bluetooth SDK provides application developers with the means to retrieve image files from a variety of Bluetooth-enabled mobile devices.  It does so by providing support for retrieving images via three different GOEP-based profiles: Object Push Profile, File Transfer Profile and Basic Printing Profile.

DESIGN CONSTRAINTS

	CONSTRAINT.LANG
	The API visible to application developers shall consist of a set of C# classes.

Source: Customer

Requirement: Required, Mandatory by Customer


	CONSTRAINT.API
	The API visible to application developers shall conform to the API provided by Kodak. This API can be found in the User Manual.
Source: Customer

Requirement: Required, Mandatory by Customer


	CONSTRAINT.PLATFORM
	The system shall run on a Windows XP SP2 personal computer.

Source: Customer

Requirement: Required, Mandatory by Customer


	CONSTRAINT.HARDWARE
	The system shall be compatible with the 3Com Bluetooth USB Adaptor model number 3CREB96B.
Source: Customer

Requirement: Required, Mandatory by Customer


PRODUCT FEATURES

	PROFILE.ACTIVATION
	The system shall provide a means to activate the OPP, FTP, and BPP profile servers. When the profile servers are active they can accept connections from client devices.
Source: Customer provided API

Requirement: Required, Mandatory by Customer


	PROFILE.DEACTIVATION
	The system shall provide a means to deactivate the OPP, FTP, and BPP profile servers. When deactivated, the profile servers cannot accept connections from client devices.
Source: Customer provided API

Requirement: Required, Mandatory by Customer


	PROFILE. APPROVAL
	The Profile Servers shall provide the Kiosk Application with a way to accept or reject client requests to upload files.
Source: Customer provided API

Requirement: Required, Mandatory by Customer

Acceptance Criteria: The profile shall not all the file upload until and unless it gets approval from the Kiosk Application. If the Kiosk Application grants approval the file shall be uploaded and placed in the “hot folder.” If the Kiosk Application does not grant approval the file shall not be uploaded and an appropriate error message shall be returned to the client.


	PROFILE.HOTFOLDER
	The Profile Servers shall place uploaded files in the “hot folder” for the Kiosk Application to access.
Source: Customer provided API

Requirement: Required, Mandatory by Customer

Acceptance Criteria: After a file has been uploaded it is placed in the “hot folder.”


	PROFILE.HOTFOLDER.SET
	The Profile Servers shall provide the Kiosk Application with a way to set the location in the file system to which files are uploaded. This location is referred to as the “hot folder.”
Source: Customer provided API

Requirement: Required, Mandatory by Customer

Acceptance Criteria: The “hot folder” has been set before the Profile server is active and available to accept uploads.


	PROFILE.CONCURRENCY.

LISTEN
	The system shall allow for any combination of the three profiles to be active concurrently without interfering with each other.

Source: Pixelink

Requirement: Required


	SECURITY.FILESYSTEM.

LOCAL
	The system shall not allow mobile devices to browse the local file system.

Source: Customer

Requirement: Required, Mandatory by Customer


	SECURITY.FILESYSTEM.

REMOTE
	The system shall not manipulate the file system of any mobile device.

Source: Customer

Requirement: Required, Mandatory by Customer


	SECURITY.FILESYSTEM.

MANIP
	The system shall not allow mobile devices to manipulate the local file system.

Source: Customer

Requirement: Required, Mandatory by Customer


	SECURITY.FILETYPES
	The system shall only receive files of MIME type image/jpeg or text/xhtml format.

Source: Customer

Requirement: Required, Mandatory by Customer


	SECURITY.AUTH
	The system shall permit mobile devices to connect using shared-key authentication.

Source: Customer

Requirement: Required


Generic OBEX Server Requirements Specification

SCOPE

The Generic Object Exchange Profile provides support for applications that require object transport capabilities. The fundamental features of the OBEX profile are the abilities to pull and push data objects. OBEX interacts above the Serial Port Profile and beneath high level profiles, including Object Push Profile, File Transfer Profile, and Basic Printing Profile.
FEATURE OVERVIEW

· Establishing a Connection

· Receiving a Data Object
· Delivering a Data Object

ESTABLISHING AN OBJECT EXCHANGE SESSION
This feature establishes a connection between the client and server. Objects cannot be exchanged before the session is established.

	OBEX.CONN.OPEN
	The server shall support a connection without authentication. Prior to connection, the server shall be in a discoverable state, and a link will be established to communicate with the client device.
Sources: Bluetooth Specification, vol. 2, pg. 320, 324-326

Fields in Connection Request Message:
Name
Value
Status
Opcode for CONNECT
0x80
Mandatory

Request Packet Length
Mandatory

OBEX Version Number
Mandatory

Flags
Mandatory

Max OBEX Packet Length
Mandatory

Fields in Connection Response Message:

Name
Value
Status
Response code
0xA0 for success

varies for error
Mandatory

Response Packet Length

Mandatory

OBEX Version Number
Mandatory

Flags
Mandatory

Max OBEX Packet Length
Mandatory

Requirement: Required, Mandatory Bluetooth Specification
Acceptance Criteria:
· The system shall respond to a successful Connect request with an OBEX Connection Response message containing OK.

· The system shall have appropriate connections to communicate with the client device.


	OBEX.CONN.AUTH
	The server shall support connections from devices with shared-key authentication.

Sources: (Bluetooth Specification, vol. 2, pg. 324 & 327)
Requirement: Not Required, Mandatory by Specification, Not Required by Customer


	OBEX.DISCONNECT
	The server shall respond to a Disconnect message with a Disconnect OK.
Requirement: Mandatory by Specification

Acceptance Criteria:

· The system shall respond to a Disconnect message with a Disconnect Response message.

· The system shall no longer maintain a link with the client device.


	OBEX.MULTI
	The server shall not permit concurrent connections from multiple clients.

Sources: Bluetooth Specification, vol. 2, pg. 320

Requirement: Not Required, Optional by Bluetooth Specification, Not Required by Customer


RECEIVING A DATA OBJECT

This feature is used to transfer data from client to server.
	OBEX.PUT
	The server shall accept PUT requests from a client, containing byte arrays that span one or more OBEX packets. Packets will be assembled into OBEX Messages that will be delivered or made available to the appropriate profile.
Source: (Bluetooth Specification, vol. 2, pg. 330)

Fields in PUT Request Message:
Name
Value
Status
Opcode for PUT
0x02 or 0x82
Mandatory

Packet Length
Mandatory

Name
Mandatory

Body / End Body
Mandatory

Requirement: Required, Mandatory by Specification

Acceptance Criteria:
· The system shall accept PUT requests from client device.

· The system shall assemble messages from one or more PUT requests after it receives an FPUT request.


	OBEX.PUT.REPLY
	The server shall respond to PUT and FPUT requests with a single packet confirmation, containing an OBEX CONTINUE, OK, or ERROR code. A CONTINUE will be determined by the OBEX subsystem, when a PUT request is received. An ERROR will be determined if packets are missing from the message. An OK or ERROR will be determined by the profile when an FPUT request is received, and the complete Message is provided to the profile.
Source: (Bluetooth Specification, vol. 2, pg. 330)

Fields in PUT / FPUT Response Message:
Name
Value
Status
Response Code for PUT
0x90 or 0xA0

Mandatory

Packet Length
Mandatory

Requirement: Required, Mandatory by Specification
Acceptance Criteria:
· The system will respond to PUT requests with a CONTINUE.

· The system will respond to FPUT requests with a response dictated by the handling profile. An OK will be returned if the complete message was handled successfully. An ERROR will be returned if the message was not handled successfully.

· The system will respond to omissions or sequence errors with an ERROR.


	OBEX.TIMEOUT
	The server shall wait N seconds for a response to requests before timing out. N, the number of seconds, shall be a load-time configurable variable.

Sources: Bluetooth Specification, vol. 2, pg. 323

Requirement: Required, Optional by Bluetooth Specification
Acceptance Criteria:

· The system shall disconnect from a client when it has not responded to a request after N seconds.


DELIVERING A DATA OBJECT

This feature is used to transfer data from server to client.

	OBEX.GET
	The server shall respond to GET requests with an appropriate error message, indicated that the feature is not supported.

Source: (Bluetooth Specification, vol. 2, pg. 331 - 332)

See Bluetooth Specification vol. 2, Part K:10, Tables 5.11 for required fields.
Requirement: Required, Mandatory by Specification


SHARED FUNCTIONALITY

	OBEX.ABORT
	The system shall respond to an ABORT request with an OK message, and shall return a DEVICE_ABORTED error code to the Kiosk.
Requirement: Required, Mandatory by Specification


	OBEX.SETPATH
	The system shall respond to a SETPATH request by creating the specified folder if it does not exist as a sub folder in the current folder. The system shall navigate to the specified folder and the folder will become the new current folder.
Requirement: Required, Mandatory by Specification


INTEROPERABILITY WITH PROFILES USING OBEX
	OBEX.INTER
	To interact with high-level profiles, OBEX must support, by fully implementing or providing appropriate error messages, when receiving the commands:

· Connect

· Disconnect

· Put

· Get

· Abort

· SetPath


Object Push Profile (OPP) Server Requirements

The Object Push Profile provides support for transferring objects between two Bluetooth devices. The OPP server will limit its capability to receiving objects from a client. This profile uses the Generic Object Exchange profile (OBEX) as a base profile to define the interoperability requirements for the protocols needed by the applications.

RECEIVING AN OBJECT FROM A CLIENT

	OPP.PUSH
	The OPP Server shall allow clients to use the push operation to upload files.

Source: OPP Specification

Requirement: Required, Mandatory by OPP Specification, Mandatory by Customer

Acceptance Criteria: Upon completion of the push operation the uploaded file has been placed in the “hot folder”.


	OPP.PUSH.FILE_TYPE
	The OPP Server shall only accept files that have image/jpg mime type. This must be a configurable option so that the Kiosk can accept other file types in the future. If a client tries to push a file that does not have a valid extension the OPP Server shall respond with an appropriate error message.

Source: Customer, SRS review 2/4/2005

Requirement: Required, Mandatory by Customer

Acceptance Criteria: No files with invalid mime types shall be uploaded, error message sent upon invalid upload attempt.


RESPONDING TO A CLIENT PULL REQUEST

	OPP.PULL
	The OPP Server will respond to Pull requests with OBEX FORBIDDEN message and will return a FILE_PULL_ATTEMPTED error code to the Kiosk.
Source: OPP Specification 4.3

Requirement: Required, Mandatory by OPP Specification, Mandatory by Customer

Acceptance Criteria: The server has responded to a pull request with an error message.


	OPP.EXCHANGE
	The OPP Server will respond to Business Card Exchange requests with OBEX FORBIDDEN message and will return a FILE_PULL_ATTEMPTED error code to the Kiosk.
Source: OPP Specification 4.4

Requirement: Required, Mandatory by Customer, Mandatory by OPP Specification

Acceptance Criteria: The server has responded to a Business Card Exchange request with an error message.


FTP Server Requirements

SCOPE

The File Transfer Profile provides support for transferring objects (files and folders) between two Bluetooth devices, browsing the file system of a Bluetooth device, and deleting files and creating new folders on another Bluetooth device. The FTP server will limit its capability to receiving files from a client. This profile uses the Generic Object Exchange profile (OBEX) as a base profile to define the interoperability requirements for the protocols needed by the applications.

RECEIVING A FILE

	FTP.PUSH


	The FTP Server shall support receiving files from a client.

Source: FTP Specification 4.3

Requirement: Required, Mandatory by FTP Specification, Mandatory by Customer
Acceptance Criteria: A complete file is transferred and it now resides in the server.


	FTP.PUSH.FILE_TYPE


	The FTP Server shall only accept valid image files with ‘image/jpeg’ MIME type. If a client tries to push an invalid file the FTP Server shall respond with an appropriate error message.  

Source: API received by customer

Requirement: Required, Mandatory by Customer
Acceptance Criteria: The client receives an error message if it tries to send an invalid file; a complete file is transferred otherwise. 


RESPONDING TO CLIENT FOLDER BROWSE REQUESTS

	FTP.FOLDER_BROWSE


	The FTP Server shall respond to a folder browse request by returning an empty folder
Source: FTP Specification 4.2

Requirement: Required, Mandatory by FTP Specification
Acceptance Criteria: The client receives an unauthorized or forbidden response.


RECEIVING A FOLDER

	FTP.UPLOAD.FOLDER
	The server shall accept PUT requests from client, containing composite folders of images. The server shall maintain the folder structure as provided by the client device.

Source: (Bluetooth Specification, vol. 2, pg. 337 – 338)

Requirement: Required, Mandatory by Specification, Optional by Customer 
Acceptance Criteria: 
· The system shall accept PUT requests containing a folder structure.
· The system shall maintain the folder structure provided by the client.


RESPONDING TO CLIENT PULL REQUESTS

	FTP.PULL


	The FTP Server will respond to File Pull requests with OBEX FORBIDDEN message and will return a FILE_PULL_ATTEMPTED error code to the Kiosk.
Source: FTP Specification 4.3

Requirement: Required, Mandatory by FTP Specification, Mandatory by Customer
Acceptance Criteria: The client receives an error message and the file requested is not transferred.


RESPONDING TO CLIENT REQUESTS TO MANIPULATE THE FILE SYSTEM

	FTP.DELETE
	The FTP Server will respond to Delete requests with OBEX UNAUTHORIZED message and will return a FILE_DELETE_ATTEMPTED error code to the Kiosk.
Source: FTP Specification 4.4

Requirement: Optional, Optional by FTP Specification, Required by the Customer
Acceptance Criteria: The client receives an error message and the operation has no effect on the file system.


BPP Requirements

Scope

The Basic Printing Profile is a Bluetooth profile that will be used specifically for transferring objects that will be printed (as opposed to the OPP and FTP profiles which were created only to transfer objects and files), and commands to print them in certain ways.  

There is only a subset of the profile that the kiosk application will need to perform.  This subset does not encompass the mandatory functionality within the profile specification, so some mandatory commands will be taken in, parsed and neutralized (maybe sending back null data or just plain not executing).

The full profile is specified in file BPP_SPEC_D10.pdf.

Supported Functionality

Feature: Accept only image data

	BPP.ACCEPT.MIME
	The system shall accept data with a MIME type of image/jpeg for printing
Source: Customer
Requirement: Required, Mandatory by Specification

Acceptance Criteria: The SendDocument command and the simple push mechanism is able to accept jpeg images and save them in the selected hot folder.


	BPP.ACCEP.XHTML
	The system shall accept data with a type of XHTML Print if it contains inline image data for printing.
Source: Customer
Requirement: Optional, Optional by Specification

Acceptance Criteria: The SendDocument command and the simple push mechanism is able to accept XHTML.  The system will parse out inline image data into a separate jpeg image and save it in the selected folder.


	BPP.ACCEPT.TEXT
	The system shall accept any basic text that is sent for printing.
Source: Customer
Requirement: Optional, Mandatory by Specification

Acceptance Criteria: When the system gets a print request, either using the SendDocument command or a simple push, it will respond with a descriptive error message.


Mechanisms

	Mechanism Name
	Required

	Simple Push
	Required

	Job Based Transfer
	Required

	Print by Reference
	Optional

	Reflected User Interface
	Not Required


Feature: System will implement Simple Push mechanism

The simple push model is a “best effort to print” exchange.  No provisions shall be made for the sending device and the printer’s current settings will be used.  The sender only sends an object with faith that it will be printed.  The sender can send an object, and if reference printing is implemented, a reference may be sent.

	BPP.SPUSH.INLINE
	The system shall accept a supported type of data to be printed through the simple push mechanism.  If there is an error, the system shall respond with an appropriate status code.
Source: BPP spec pg. <<FILL IN>>
See BPP Specification section 16.2 for status codes

Requirement: Required, Mandatory by Specification

Acceptance Criteria: The system will take a generic simple push with inline binary image data and be able to save it in the selected folder.


	BPP.SPUSH.REF
	The system shall receive referenced content for printing.  Upon receiving a simple push with referenced data, the system shall open a second channel, where it will act as client, to receive the referenced content for printing from the sending device.  If there is an error, the system shall respond with an appropriate status code.
Source: BPP spec pg. <<FILL IN>>
See BPP Specification section 16.2 for status codes

Requirement: Optional, Mandatory by Specification

Acceptance Criteria: The system shall be able to accept a simple push reference and be able to retrieve the referenced image data and save it in a selected folder.


Feature: System will implement Job Based mechanism

Job Based printing is a more robust mechanism than Simple Push.  Here is the basic Job Based print scenario:

· User sends a Create Job SOAP message to the system.

· The system returns with a job ID to reference the newly created job.

· The user sends a Send Document SOAP message to the system with the data he/she wishes to print.

· At any time the user can send a Cancel Job request with the reference job ID to cancel a print job.

These are the states and allowable actions of the Job Based printing mechanism:
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Of the mandatory set of operations to support, this system will execute (or return with appropriate status code) the following Job Based commands:

	BPP.JOB.CREATE
	The system shall accept and execute the Create Job command and create a print job with a selection of the parameter attributes (e.g. Copies, quality, etc.).  All parameters will be discarded except the copies and page size parameters which will be functional.
Source: BPP spec pg. 40
Requirement: Required, Mandatory by Specification

Acceptance Criteria: The system will accept generic CreateJob commands and reply with a jobID the system creates.


	BPP.JOB.ATTR
	The system shall execute the Get Job Attributes command and return the desired attributes of a print job given a job ID.  All attributes listed in the specification will be supported.
Source: BPP spec pg. 44
Requirement: Required, Mandatory by Specification

Acceptance Criteria: The system will accept Get Job Attributes commands and always respond with all the requested attributes, or a descriptive error message if the jobID is invalid.


	BPP.JOB.PATTR
	The system shall execute the Get Printer Attributes command and return selected attributes of a printer.
Source: BPP spec pg. 33-39
Requirement: Required, Mandatory by Specification

Acceptance Criteria: The system will accept Get Printer Attributes commands and always respond with all the requested attributes.


	BPP.JOB.CANCEL
	The system shall cancel a job with the specified job ID upon receiving a Cancel Job command.
Source: BPP spec pg. 46
Requirement: Required, Mandatory by Specification

Acceptance Criteria: The system will accept Job Cancel commands and dispose of the selected job or reply with a descriptive error message if the jobID is invalid.


	BPP.JOB.GETEV
	The system shall execute the Get Event command and set up a new RFCOMM channel for notification of any change in printer status with reference to a specified job ID to be sent to the client (status such as printer attributes at times, percent printed, any printer event)
Source: BPP spec pg. <<FILL IN>>
Requirement: Required, Mandatory by Specification

Acceptance Criteria: NOT SURE IF THIS IS REQUIRED STILL


	BPP.JOB.SENDDOC
	The system shall be able to receive the Send Document command to receive print information associated with a parameter job ID.
Source: BPP spec pg. 43
Requirement: Required, Mandatory by Specification

Acceptance Criteria: The system will accept the Send Document command and either:

· take the given image data if just one binary image is given

· extract all inline images from an XHTML Print document
· retrieve all referenced images in XHTML Print documents
Once the image(s) are packaged, they will be saved in the selected folder.


	BPP.JOB.GETREFD
	The system shall execute a get referenced content command over a second RFCOMM channel to receive any image data that has been sent as a reference.
Source: BPP spec pg. 48
Requirement: Required, Mandatory by Specification

Acceptance Criteria: When the system accepts a document through the Send Document command and it contains referenced material, it will retrieve that data or respond with a descriptive error message if the data is un-reachable.


OBEX Headers

	BPP.OBEXHEAD
	The system shall use the Type, Body, Description, Name and Application Parameters headers as described in the specification.
Source: BPP spec pg. 99
Requirement: Required, Mandatory by Specification

Acceptance Criteria: ?


GLOSSARY

BPP
Basic Printing Profile.  Used to push image files from one Bluetooth-enabled mobile device to another and manage remote print queues.  Relies on GOEP.

GOEP
Generic Object Exchange Profile.  Used to transfer objects (such as images, vcards or vcalendars) from one device to another.  Used to implement BPP, FTP and OPP.

FTP
File Transfer Profile.  Used to push or pull image files from one Bluetooth-enabled mobile device to another as well as browse the remote file system. Relies on GOEP.

OBEX
Object Exchange.  See GOEP.

OPP
Object Push Profile.  Used to blindly push an image file from one Bluetooth-enabled mobile device to another. Relies on GOEP.

SDDB
Service Discovery Database.  Houses service records describing the various Bluetooth services provided by this device.

Service Attribute
A data member of a service record that indicates a certain characteristic of that service.  Service attributes of requested services are compared to service attributes of available services to determine a match.

Service Record
An entry in the SDDB containing service attributes of a particular service (such as BPP, FTP or OPP).

Hot Folder
A folder specified to each profile by the Kiosk Application where the profile shall dump uploaded files and folders.
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